
 

RITUAL FOUNDATION WEBSITE PRIVACY POLICY 

Last Revised: March 30, 2026 

Ritual Foundation, located at 9 Forum Lane, Camana Bay, PO Box 144, Suite 3119, George 
Town, Grand Cayman (“Organization”, “we”, or “us”) is the operator of any website published 
by Organization, including but not limited to ritualfoundation.org (the “Websites”). 

This Privacy Policy describes how we collect, use and disclose information about you when you 
use the Websites, as well as any of our applications, services, tools and features, or when you 
otherwise interact with us (collectively, the “Services”). For the purposes of this Privacy Policy, 
Organization is the data controller for your information, and “you” and “your” means you as the 
user of the Services. 

Please read this Privacy Policy carefully. By using any of the Services, you agree to the 
collection, use, and disclosure of your information as described in this Privacy Policy. If you do 
not agree to this Privacy Policy, please do not use or access the Services. 

1.​ CHANGES TO THIS PRIVACY POLICY 

We may modify this Privacy Policy from time to time, in which case we will update the “Last 
Revised” date at the top of this Privacy Policy, post the updated version on our Services and take 
any other steps required by applicable law. Updates to our Privacy Policy will apply only to 
information collected after the date of the change. Please check the Websites regularly for 
notices of changes to our Privacy Policy. If you do not agree to any updates to this Privacy 
Policy, please do not continue to use or access the Services. 

2.​ THE INFORMATION WE COLLECT AND USE 

When you use or access the Services, we collect certain information about you from different 
sources. In addition to the specific uses described below, we may use any of the information 
described in this section to provide and improve the Services and our products offerings and to 
maintain our business relationship, as a matter of our legitimate interests, including by enhancing 
the safety and security of our Services (e.g., troubleshooting, data analysis, testing, system 
maintenance, reporting), training the models that power our Services, providing customer 
support, sending service and other communications, monitoring and analyzing trends, conducting 
internal research and development, complying with applicable legal obligations, enforcing any 
applicable terms of service, and protecting the Services, our rights, and the rights of our 
employees, users or other individuals. 

2.1 INFORMATION YOU PROVIDE TO US 

Some features of the Services may require you to directly provide certain information. You may 
elect not to provide this information but doing so may prevent you from using or accessing 
these features. Information that you directly submit through our Services includes: 

●​ Contact information, such as your name and email address. We collect this information 
to provide Services to you as required to perform our contract with you, because it is in 

 



 

our legitimate interest to communicate with you (such as to respond to your interactions 
with us via our contact page or by email to privacy@ritualfoundation.org) or with your 
consent (where required, including to tell you about products or services that may be of 
interest). 

●​ Account information, such as username, password, security questions that you select 
and the answers you provide, your account handle, profile picture and your IP address. 
We use this information to maintain your account and provide Services to you as required 
to perform our contract with you, and because it is in our legitimate interest to maintain 
and secure your account with us. If you choose to register an account, you are responsible 
for keeping your account credentials safe. We recommend you do not share your access 
details with anyone else. If you believe your account has been compromised, please 
contact us immediately. 

●​ Information shared in connection with your use of our test networks, such as usage 
metrics (including faucet usage and “volume” of financial-related testnet usage); token 
and transaction data (including timestamps); remote procedure call (“RPC”) and 
websocket methods and usage; decentralized application (“dApp”) and contracts 
deployed; interactions with protocols; and technical information or metadata regarding 
your system, device, and/or browser. We may host test networks, or “testnets,” with 
which users can engage for development, testing, training, or experimenting purposes. If 
you choose to use our testnets, you may share information with us and the applications 
required to interact with the testnets. We generally do not collect contact information or 
other identifying information through testnets unless you request support services, in 
which case we may collect your email address. 

●​ Information shared in connection with the creation of agents, such as your AI API 
keys or third party app tokens, agent name, personality traits and other instructions you 
provide to your agent. We use this information to help you create your agent and provide 
the Services to you as required to perform our contract with you.  

●​ Other information you choose to provide in communications with us, such as your 
name, email address and other information you provide. We use this information because 
it is in our legitimate interest to be responsive to your queries, manage our relationship 
with you and improve our customer service and product offerings. 

2.2 INFORMATION COLLECTED AUTOMATICALLY 

We, and third parties on our behalf, automatically collect certain information about your 
interactions with the Services and emails, including through cookies, session replay technology, 
and other tracking technologies (“Tracking Technologies”). Where required, we seek your 
consent to use these Tracking Technologies. We collect and use this information because it is in 
our legitimate interests to tailor your experience with the Services, run analytics, de-bug, better 
understand user interactions with and improve the Services and enable us to engage in more 
personalized advertising. We may associate this information with the device you use to access 
the Services, or email accounts you use to engage with us. For further information on how we 

 



 

use Tracking Technologies and your choices, see the section below, “Cookies and Other 
Tracking Technologies”. 

2.3 INFORMATION COLLECTED FROM OTHER SOURCES 

We obtain information about you from outside sources, including information we receive from 
social media platforms, such as when you interact with us on Discord or X (formerly Twitter), 
which we use in our legitimate interests to communicate with you and personalize our Services. 
We also obtain information from the public blockchain, including but not limited to  information 
about transactions, interactions with protocols,  contracts deployed, “volume” and related usage 
metrics for financial-related testnet use cases, and wallet addresses, which we use to provide 
Services to you as required to perform our contract with you. Any information received from 
outside sources that we use will be treated in accordance with this Privacy Policy. For more 
information, please see “Third Party Websites and Materials” below. 

3.​ HOW WE DISCLOSE YOUR INFORMATION 

In certain circumstances, we disclose your information with third parties to perform our contract, 
with your consent, or as otherwise required or permitted by law. Specifically, we share your 
personal information, as applicable: 

●​ To vendors or other service providers who help us provide the Services, including for 
cloud storage, payment processing, system administration, security, customer relationship 
management, management of our referral program, marketing communications, data 
analytics and the deployment of Tracking Technologies. 

●​ With third party payment processors, to perform a contract with you. We will share 
your payment information with third party payment processors for the purpose of 
processing your payment transaction, if this is required for the purposes of performing 
our contract with you. 

●​ As part of your activity on our test networks, we may display or share information 
with other participants of the testnets or other applications required to interact with the 
testnets, in each case as required for the purposes of performing our contract with you.  

●​ With our business clients, in our legitimate interests to run a successful business. As 
necessary, we may share personal information to our business clients who use our 
services, including about your activity on their website. Transfers to subsequent third 
parties are covered by the service agreements with our clients. 

●​ With professional advisors, in our legitimate interests to run a successful and 
efficient business, or as required by law. As necessary, we will share your personal 
information with professional advisors functioning as service providers such as auditors, 
law firms, or accounting firms. 

●​ With regulators, law enforcement agencies, public authorities, or any other relevant 
organizations for legal and security reasons and to protect our services and business 
in our legitimate interests, or as required by law. We will share your personal 

 



 

information: (i) in response to a legal obligation; (ii) if we have determined that it is 
necessary to share your personal information to comply with applicable law or any 
obligations thereunder, including cooperation with law enforcement, judicial orders, and 
regulatory inquiries; (iii) to protect the interests of, and ensure the safety and security of, 
our Services, our rights, and the rights of our employees, users or other individuals. 

●​ With our affiliates, in our legitimate interests to efficiently and effectively run our 
business. We may share your personal information with companies within our corporate 
family. 

●​ With a prospective buyer, seller, new owner, or other relevant third party in 
connection with an asset sale or purchase, a share sale, purchase or merger, 
bankruptcy, or other business transaction or re-organization, in our legitimate 
interests to ensure the continuity of our business and achieve our commercial 
purposes. We will share your personal information as necessary while negotiating or in 
relation to a change of corporate control such as a restructuring, merger, or sale of our 
assets. 

4.​ COOKIES AND OTHER TRACKING TECHNOLOGY 

We use Tracking Technologies, including Google Analytics and Amplitude's session replay 
technology, to collect information about your browsing activities, including session recordings 
and information about your browsing over time and across different websites following your use 
of our Services. Such information includes: 

●​ Device Information, such as device type, operating system, screen size, unique device 
identifier, Internet protocol (IP) address, preferred language and browser information. 

●​ Location information, such as approximate location and, if you choose to provide it, 
precise geolocation. 

Other information regarding your interaction with the Services, such as session recordings, 
browser type, log data, date and time stamps, emails you have opened and clickstream data (e.g., 
page requests, page views, how much time is spent on a page, content viewed or interacted with, 
text entered, etc.). 

Where required, we seek your consent to use these Tracking Technologies and will provide 
notice and ask for your consent before collecting any personal information that may be included 
in a session recording. Otherwise, many browsers accept Tracking Technologies automatically, 
but you are able to control the way in which your device permits the use of Tracking 
Technologies. If you so choose, you may block or delete certain Tracking Technologies from 
your browser; however, blocking or deleting Tracking Technologies may cause some of the 
Services, including login features and general functionality, to work incorrectly. 

Your browser settings may also allow you to transmit a “Do Not Track” signal. Like many 
websites, our Websites are not designed to respond to this signal. To learn more about “Do Not 
Track” signals, you can visit http://www.allaboutdnt.com/. To opt out of tracking by Google 
Analytics, you can download and install a plug-in available here. 

 



 

5.​ THIRD PARTY WEBSITES AND MATERIALS 

Our Websites may contain links to other online platforms, plug-ins, testnets, or other applications 
operated by third parties. For example, certain features of the Services allow you to initiate 
interactions between the Services and third-party services or platforms, such as Discord or X 
(formerly Twitter) that allow you to access our pages on third-party platforms, and from there 
"like" or "share" our content, or to access our Services through a login integration. Certain 
applications, such as RPC providers or smart contracts, enable your engagement with our 
testnets. Use of any of these features may allow a third party to collect and/or use your 
information. 

We do not always control such other sites or applications, and are not responsible for their 
content, their privacy policies, or their use of your information. Information you provide on 
public or semi-public venues, including information you share on third-party social networking 
platforms, may also be viewable by other users of the Websites and/or users of those third-party 
online platforms without limitation as to its use by us or by a third party. Our inclusion of such 
links does not, by itself, imply any endorsement of the content on such platforms or of their 
owners or operators except as disclosed on the Websites. We expressly disclaim any and all 
liability for the actions of third parties, including but without limitation to actions relating to the 
use and/or disclosure of personal information by third parties. Any information submitted by you 
directly to these third parties is subject to that third party's privacy policy. 

6.​  CHILDREN 

Our Websites and Services are not intended for children, and we do not knowingly collect data 
relating to children. Children must not use the Services, except where their parent or guardian 
has provided consent, if this option is available in your location. If we become aware that we 
have unknowingly collected information from a child, in particular children under 13 years of 
age, we will make commercially reasonable efforts to delete such information from our database. 
If you are the parent or guardian of a child who has provided us with their personal information, 
you may contact us using the below information to request that it be deleted. 

7.​ DATA SECURITY AND RETENTION 

Please note that any information you send to us electronically, while using the Services or 
otherwise interacting with us, may not be secure while in transit. We recommend that you do not 
use unsecured channels to send us sensitive or confidential information. Despite our reasonable 
efforts, no security measures are impenetrable, and we cannot guarantee "perfect security." 

We retain and use your personal information to the extent necessary to comply with our legal 
obligations, resolve disputes and enforce our terms of use policy, and other applicable policies 
and agreements. If you stop using our Services, or if you delete your account with us, we will 
store your information in an aggregated and anonymized format; we may use this information 
indefinitely without further notice to you. 

8.​ WHERE WE STORE YOUR PERSONAL INFORMATION 

 



 

Your information may be stored, transferred to and processed outside of your country of 
residence, including transfers to recipients in other countries which may have data privacy or 
protection rules that are different from your country of residence or citizenship. For example, if 
we process any personal information of residents in the EEA and UK, the personal information 
that we collect from you will be transferred to, and stored at/processed in countries outside the 
EEA and UK, including in the United States, by us or one of our third party service providers or 
partners. We will take all steps reasonably necessary to ensure that your personal information is 
treated securely and in accordance with this Privacy Policy. For example, where required to do 
so for any transfers of personal information outside the EEA or the UK, the data transfer will be 
under the European Commission's model contracts for the transfer of personal information to 
third countries (i.e., the standard contractual clauses), or any equivalent standard clauses issued 
by the relevant competent authority of the UK, as relevant, unless the data transfer is to a country 
that has been determined by the European Commission or the relevant UK authorities, as 
applicable, to provide an adequate level of protection for individuals' rights and freedoms for 
their personal information. For more information about data transfers or to examine a copy of the 
relevant standard clauses, you can contact us at privacy@ritualfoundation.org. 

9.​ RIGHTS 

Depending on where you live, you may have certain rights in relation to your personal 
information, such as: 

●​ Access: The right to access personal information we hold about you, how we use it, and 
who we share it with. 

●​ Portability: The right to receive a copy of the personal information we hold about you 
and to request that we transfer it to a third party. 

●​ Correction: The right to correct any of your personal information we hold that is 
inaccurate. 

●​ Erasure: The right to delete the personal information we hold about you. 

●​ Restriction of processing to storage only: The right to require us to stop processing the 
personal information we hold about you, other than for storage purposes. 

●​ Objection: The right to object to our processing of your personal information. 

●​ Objection to marketing: You can object to marketing at any time by opting-out using 
the unsubscribe/opt-out function displayed in our communications to you. 

●​ Withdrawal of consent: Where we rely on consent to process your personal information, 
you may have the right to withdraw that consent at any time by emailing us at 
privacy@ritualfoundation.org. 

●​ Complain: If you think we have infringed applicable data protection laws, you may have 
the right to complain to your local data protection supervisory authority in the country in 
which you are based or where you think we have infringed data protection laws. 

 

mailto:privacy@ritualfoundation.org


 

However, we hope you will contact us at privacy@ritualfoundation.org so we can attempt 
to resolve any issues. 

Please note that a number of these rights only apply in certain circumstances, and all of these 
rights may be limited by law and subject to certain exceptions. For example, where fulfilling 
your request would adversely affect other individuals or our trade secrets or intellectual property, 
where there are overriding public interests or where we are required by law to retain your 
personal information. 

To exercise any of these rights, you can contact privacy@ritualfoundation.org. 

10.​CONTACT US 

Should you have any questions about our privacy practices or this Privacy Policy, please email us 
at privacy@ritualfoundation.org. 

 

 


